
Special report: Working in the ‘new normal’

From the start we, at the British Security Industry Association (BSIA), wanted 
to identify the security industry as key workers to ensure they would be 
able to continue whilst following government guidelines, so this was a big 
challenge and BSIA worked with the Security Industry Authority (SIA) to 
lobby government to get recognition for manned guarding as key workers. 
This was accepted on the basis of providing services to other key workers, 
medical, transport etc. This is the case with both manned guarding activities 
and electronic security systems, such as monitoring medical facilities, also 
including installers for maintaining alarm systems. as some construction 
sites have carried on with their requirement for security systems throughout 
all of this to protect expensive equipment assets.

There has been a mixed response from the sector as we have recognised 
a lot of activity has been closed down for small businesses and so lots of 
installers of security systems have been furloughed as security companies 

are only dealing with ones classified as essential services. There is still activity 
in maintenance and call outs, but this has been limited as some premises 
remain closed for preventative maintenance. But reactive maintenance is 
still happening, remotely where necessary.

The ‘normal’ throughout lockdown and what we 
anticipate will be the ‘new normal’ as we come out of 
lockdown

We are reacting to government advice and we therefore don’t know what’s 
the new normal yet and we’re still learning as we go through this.
Lots of companies are adapting to what they can and can’t do. Eg. Alarm 
Receiving Centres (ARCs) had to adapt to new staffing concerns as 
employees can’t sit next to each other so some ARCs are having to use 
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two ARC premises. Employees cannot work from home because ARCs 
are high security areas, so this is creating lots of challenges. New ways of 
working and prioritising types of calls are being undertaken and they are 
looking at innovative ways to deal with signals that are not deemed as an 
emergency, where alarms of a technical nature are being responded to by 
communicating with clients in other ways. 

The use of remote maintenance and diagnostics is being widely used, as it 
is permissible in current standards to use this technological solution as long 
as this is agreed with the client and their insurers, but obviously there might 
be site damage that is not identifiable remotely. A way forward would be 
to enhance and increase the use of technology for clients so the COVID-19 
crisis is likely to change the way we do things over time. There may be more 
PPE equipment carried with the engineers in the future, such as face masks, 
gloves etc. as well as existing use of PPE for building sites etc.

The role of the security sector in the restoration of 
economic activity

We are looking at what additional services or advice we can provide as 
facilities begin to open up to enable access to employees and customers. 
Security personnel are key workers and part of this crisis from the very start, 
and as a consequence some sub-sectors and services have been very busy, 
particularly in the manned guarding sector, but not crowd management for 
example. There may be more of a desire to cross-train people but licensing 
will be an issue as the security sector is regulated by the SIA and individual 
security services are licensed. Systems installation work will hopefully 
continue when premises and refurbishments are functioning again. 
As the government is phasing in different types of business activity, so 
the release of manufacturing activity will be good for security equipment 
manufacturers, and the construction sector often requires higher security 
for high value equipment and assets, so recovery will be gradual when 
installation recovery starts.

As a trade body BSIA’s primary role has been to lobby government to ensure 
security workers have recognition as key workers, eg. lobbying on behalf 
of the guarding sector to recognise the workers who are in high risk areas 
of industry that are exposed to COVID-19. The Prime Minister mentioned 
manned guarding by name as he announced that the government are 
providing life assurance for NHS. BSIA are lobbying, as security workers are 
working in a high-risk environment.

BSIA has provided links to guidance and asked their member companies 
to follow the latest guidance provided by the government. It is difficult to 
give specific advice so they are trying to signpost and update on lobbying 
activities and where challenge occurs are looking to assist the sector with 
a resolution. They have also lobbied Certification Bodies to issue guidance 
to ensure that approved companies continue to follow all standards, and to 
provide information to their clients to ensure they wouldn’t be penalised if 
they couldn’t go on site to maintain a system.

Re-opening facilities and enabling access for workforces, 
customers and suppliers

If a company has staff manning alarm receiving or monitoring centres, they 
must continue to follow government advice regarding travel to the premises 
and social distancing, as well as considering the assurance of providing PPE. 
This challenge has taught us that a lot of business can be done at home and 
we have learned how to work away from the office, and in future this may 
be something employees are expected to do on a regular basis, so this has 
environmental and cost savings. We should be cautious, however, because 
although we can achieve less contact, a balance has to be achieved in terms 
of the wellbeing of staff. 

New technology could assist with businesses opening up with less contact 
required, as discussed above. Companies will need to do a risk assessment 
for their staff against the government advice on social distancing and PPE etc.

Training for COVID-19 procedures should be provided, covering such 
matters as:

- contacting the customer before staff can attend a site
- asking whether the customer wants visitors to the site
-  if the site is a commercial place of business, what procedures have they 
got in place?

The need for lone worker devices is likely to grow, to track staff and receive 
alerts of incidents. Perhaps patterns of high incidents of COVID-19 could 
be communicated on such devices in future so lone workers could be 
pre-warned of a high-risk COVID-19 infection area. The solution will be a 
combination of both technology and people.

BSIA recognised the need for a business continuity plan specifically for 
COVID-19. Two stages were identified as necessary: one for what to do whilst 
the situation was developing and one for lockdown and how to deal with 
staff. Now, organisations should be looking at a recovery plan to get back to 
work; this will give confidence to employees for when they go back that it 
will be a safe working environment.

Restoring businesses and exploiting new opportunities to 
deliver products and services

Standards are there to provide Video Surveillance Systems (VSS) for 
security but the application of such security technologies will likely be 
used for safety, so we might see a number of reports in the trade press of 
technology being utilised to shape how we work in future such as the use 
of temperature sensors. Technology will play an increasing part in helping 
support the manned and manual side of security to provide an innovative 
approach, although where new technology is used there has to be a balance 
against privacy rights of people. For electronic security systems, such 
as VSS and access control etc., the application of security systems were 
already expanding to be more multifunctional and this will continue, such 
as interconnecting devices to recognise people in their homes and detect 
movement etc. The EN 50131 series for intruder and hold-up alarm systems 
is trying to embrace the application of IOT technology as the demand is 
quite high, so for the security sector to survive they need to react to security 
systems being part of a wider system rather than just a box on a wall with 
wires. This would embrace the use of IP cameras, cloud storage, analysis 
movements of people etc. although the value and benefits will need to be 
weighed up against privacy concerns. There are currently debates over the 
use of Automatic Facial Recognition (AFR), for example, whilst it should be 
noted that the government are launching apps to monitor people. 

Useful links

BS 10800:2020 Provision of security services. 
Code of practice 

BS ISO 22340 Security and resilience -- Protective security 
-- Guidelines for establishing an enterprise protective 
security architecture and management framework 

BSI Security Standards Brochure 
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